Codes or ciphers – What’s the difference?

Codes and ciphers are similar in that they are both used to describe the process of sending secret messages (or encryption).  

A code is when words are used to replace other words.  For example James Bond has the code-name 007.  Admittedly this is a bad example since everyone knows that 007 refers to James Bond – no secret there then.  Police operations are often given code-names, such as ‘Operation Bumble-bee’.

Ciphers are more popular with people who like to keep secrets.  Enciphering is when individual letters are replaced or jumbled up, or maybe even both.  These are more popular because they are harder to crack (decipher).  Encipherment depends almost entirely on logic and mathematics.
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The Skytale

One of the earliest known ciphers was used in the Peloponnesian Wars over 2400 years ago.  (These were fought between two parts of what is now Greece.)  The Spartan leader, Lysander, used a piece of equipment called a skytale (you have to say this so that it rhymes with ‘bitterly’.)  A skytale was a tapered wooden truncheon.  Lysander and his fighting chums would get a long strip of material and wrap it around the truncheon, then write a message on it.  When the material was unravelled, the gaps were filled up with random letters and the message became complete gobbledy-gook.  The strip of material would be sent to the recipient, who would wrap it around an identical wooden truncheon to reveal the message.  Only people with the same skytale could read each other’s messages.  Presumably, when not sending secret messages, Lysander could hit people with his skytale, which was a bonus of using this method.  You can make a skytale yourself using a tapered piece of card – try it out.  Please don’t hit anyone.
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The Caesar Wheel

Julius Caesar, who was born about 2100 years ago, used a more exact method of encipherment.  He encrypted messages by shifting the alphabet along a certain number of spaces.  An encrypted message might look like this …

YHQL YHGL YLFL

… which has been encrypted by shifting the letters in the alphabet three places to the right.  It is easy to decipher using the Caesar Wheel here.  (If you do decipher it you may well think it’s still nonsense – it’s actually Julius Caesar’s well known quote, and he didn’t speak English.  In fact, 2100 years ago, neither did people in England.)  A Vigenère Square shows all 25 ciphers that can be achieved using the Casear shift.  Julius Caesar’s Roman alphabet only had 23 letters, so he could use 22 different ciphers.  

Julius Casear took the unusual step of publicising his cipher, which meant that anyone could decipher his messages.  This is not a great idea.
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The Babington Plot

Mary Queen of Scots and her cousin, Queen Elizabeth, had a long and mildly complicated history, which essentially meant that they didn’t like each other much.  In fact they couldn’t trust each other at all.  Eventually Queen Elizabeth had to lock Mary up in the Tower of London for fear that she would lose her position as Queen.  Mary foolishly got involved with a certain Mr Babington and a plot to kill Elizabeth.  Mary thought she was good at enciphering messages and developed the Caesar Cipher to make it a bit more complicated, adding in peculiar symbols and dummy letters to confuse people further.  Unfortunately for her, it didn’t confuse some bloke called Walsingham enough.  This was important since Walsingham worked for the Queen, and he intercepted and deciphered a note in which Mary agreed to the plot.  Mary had been found guilty of treason and was sentenced to death.

Walsingham used a mathematical method called ‘Frequency Analysis’ to decipher the message.  As anyone who has played Scrabble will know, E is the most common letter in the English language.  The bar chart here shows the frequencies of all the letters in the language.  Walsingham used this fact to analyse which symbols were occurring most often and replace them with the relevant letter.  Eventually he had the entire note deciphered.

When the day of Mary’s execution arrived, the executioner was so nervous that it took him 13 attempts to fully sever Mary’s head from her body.  This was 12 more than normal.  Mary’s final joke was to wear a wig for the event, so that when the executioner finally held up her head, it fell from the wig and rolled under a table.  He really did have a bad day didn’t he?
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Definitely not the Tower of London

Enigma

In the Second World War the Germans had developed a fantastic encryption machine known as the Enigma.  It was known as such since the Allies didn’t have a clue how to decipher the messages.  After they got lucky and captured one, the mathematicians got to work.  Led by Alan Turing at Bletchley Park, slowly they figured out how to crack the messages and practically invented the computer in the process (although they were known as ‘bombes’ and were unbelievably large and clunky)

The Germans were so confident that the Allies couldn’t crack the code, that for months on end the mathematicians at Bletchley Park were deciphering messages and passing them on to the military.  This was a crucial factor in the Allies victory, and many say that without it, the Germans would have won the war.

There are still a few Enigma machines in existence.  It is such a fascinating story that it has inspired a recent novel ‘Enigma’, by Robert Harris, and a film of the same name.

GCHQ

The establishment at Bletchley Park moved to London after the war, and then to Cheltenham in 1952.  It is now known as Government Communication Headquarters, or GCHQ.  It is one of the most important establishments in the world, and houses one of the largest computer systems in Europe.

In the 1970s there was a race to invent a new method of encryption.  Since Enigma, no-one had discovered a safe method of sending secret messages and with the technological advances taking place, governments, industry and the financial community desperately needed security.  Three men in America finally announced to the world that they had developed an unbreakable method which, incredibly, is based on work by the 18th century mathematician, Fermat.  What they didn’t know was that a mathematician at GCHQ had beaten them to it, and the system was already being used!

This is the strange irony of code-breaking today.  Any institution or individual that develops a secure method of encryption will want to use it.  If they announce to anyone else that they have developed it, they will disadvantage themselves by allowing others to use it too (and possibly decrypt their own messages)

The public-key encryption method developed at GCHQ (and simultaneously by the three Americans) is thought to be truly uncrackable without the invention of what is known as a quantum computer.  As yet, no such thing exists.

But then, if it did, no-one would have told us about it …
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And this is not a quantum computer
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